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NO.1 A deployment professional has created an Access Control Policy to protect sensitive business
information:

Which Policy decision is returned for a user with a risk score of 35 and has consented to registering a
device?
A. Permit with Obligation Register Device
B. Deny
C. Permit
D. Permit with Authentication Consent Register Device
Answer: B

NO.2 An IBM Security Access Manager V9.0 deployment professional executes the following steps:
1. Navigate to Edit SSL Certificate Database - embedded_ldap_keys
2. Select the embedded LDAP server certificate
3. Click Manage->Export
4. Save the resulting .cer file onto local desktop
Which task was the deployment professional performing?
A. Renewing the embedded LDAP server certificate
B. Creating a backup of the embedded LDAP server certificate
C. Preparing to configure SSL for a local LDAP client to the embedded LDAP server
D. Replacing the embedded LDAP server certificate
Answer: D

NO.3 An IBM Security Access Manager V9.0 deployment at a customer has enabled audit.authz,
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audit.authn, audit,http for meeting auditing requirements and results in large volume of audit
records and poses significant data management challenges to the client. The customer wants to
exclude the audit events to certain static resources such as images.
What action should be taken to implement this?
A. Disable audit.http.unsuccessful events only
B. Define an ACL with the audithttp operation set to "no"; attach this to the static resources
C. Define a POP with the audithttp set to "no"; attach this to the static resources
D. Disable audit.http events only
Answer: C

NO.4 CORRECT TEXT
A customer has expressed the requirement that users accessing online banking application must first
authenticate using a userid/password and successfully enter a one-time PIN which is texted to a cell
phone.
Which two IBM Security Access Manager (ISAM) V9.0 modules are required to fully implement the
solution? (Choose two.)
A. ISAM Federation Module
B. ISAM PAM Module
C. ISAM Access Manager Platform
D. ISAM Advanced Control Module
E. ISAM Cloud Module
Answer: C,D

NO.5 An IBM Security Access Manager V9.0 deployment specialist is getting reports of failing
requests. Analysis of a support file shows many connections to the backend server in TIME_WAIT
state?
Where is the setting "sysctl.net.ipv4.tcp_tw_reuse = 1" added?
A. In the LMI "Manage System Settings -> Network Settings -> Tuning" panel
B. In the [server] stanza of the reverse proxy instance conf file
C. In the LMI "Manage System Settings -> System Settings -> Advanced Tuning Parameters" panel
D. In the [tcp] stanza of the reverse proxy instance conf file
Answer: C

NO.6 The IBM Security Access Manager (ISAM) V9.0 LMI SSL certificate is auto-generated by default.
When the LMI certificate is due to expire, how is it renewed?
A. The ISAM deployment professional must re-generate it using LMI Manage System Settings -> SSL
panels.
B. The ISAM Appliance will renew LMI certificate automatically.
C. The ISAM deployment professional must issue reset_lmi_cert using command line interface
D. The ISAM deployment professional must create a new self sign certificate using LMI Manage
System Settings -> SSL panels.
Answer: A

NO.7 Which Hypervisor is supported for a Virtual Appliance?
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A. VirtualBox
B. Hyper-V
C. ESXI5.0
D. VMware Workstation
Answer: C

NO.8 A customer is migrating from TAM v6.1 running on AIX to IBM Security Access Manager (ISAM)
V9.0 hardware appliances.
Which information from the TAM v6.1 environment will be useful in sizing the new ISAM V9.0
hardware configuration?
A. WebSEAL CDAS specifics
B. WebSEAL request logs
C. Number of LDAP replicas
D. Number of objects in the protected object space
Answer: D

NO.9 A risk officer of an organization discovered that a site protected by the IBM Security Access
Manager V9.0 solution might be vulnerable to common attacks like cross-site scripting (XSS) and SQL
injection.
Which optional component should be configured to protect against these attacks?
A. Advanced Access Control
B. Secure Web Settings
C. Web Application Firewall
D. Federation
Answer: C

NO.10 The deployment professional (testuseri) is currently logged into the appliance, but cannot
read the IBM Security Access Manager (ISAM) V9.0 event logs. Management authorization is
configured as shown in the following screenshot.
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What is the most likely cause of this issue?
A. The Global Administrator role lacks the necessary privileges.
B. There is a connectivity issue and the LDAP containing userid "testuserl" cannot be contacted.
C. Userid "testuserl" has not been added to the ISAMAdmins LDAP group.
D. Write permission is required for the Event Log Feature.
Answer: C
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